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  1 
 Introduction: Privacy and Surveillance 

in Transatlantic Perspective  

    DAVID   COLE   ,    FEDERICO   FABBRINI    AND    STEPHEN   SCHULHOFER     

 Since the early stages of the project of European integration, the United States 
(US) has been considered the paradigmatic comparative model for studying the 
European Union ’ s (EU) own multilayered regime for the protection of fundamen-
tal rights. In the 1980s, the US federal system — with its well-established overlap-
ping federal and state sources of human rights protections — was taken as a point 
of reference to explain the emergence in Europe of a human rights architecture 
extending beyond the member states, and to predict the possible federalising 
dynamics that a supranational human rights regime might produce in the EU. 1  
More recent studies have confi rmed that the European system for the protection 
of fundamental rights has experienced challenges and transformations analogous 
to those of the US federal system. 2  

 The comparison between the EU and US rights protection systems remains 
fertile terrain for scholarly engagement, but attention has increasingly shifted to 
whether and how the EU and the US systems interact. In particular, as a result 
of technological developments and globalisation, the protection of fundamental 
rights within both the EU and the US has increasingly been the object of con-
cern for institutions and actors on the opposite side of the Atlantic. 3  The analysis 
of the means by which the EU and the US protect fundamental rights at home 
has evolved from an academic interest into an urgent policy focus; and questions 
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about the relationships between human rights protection within the EU and the 
US are now of central importance to the conduct of transatlantic relations. 4  

 This book focuses specifi cally on the transatlantic challenges posed by the 
protection of the right to privacy from government surveillance and corporate 
intrusion. The past decade has witnessed exponential growth in the technological 
capacity to gather personal information through electronic surveillance and the 
collection and mining of information stored in digital form. Threats to privacy 
resulting from growing capabilities are compounded by increasing private-sector 
and governmental incentives to exploit these capabilities. The counter-terrorism 
and national-security missions stimulate an all-but-insatiable appetite for intel-
ligence, and ordinary law enforcement has a mounting need for information in 
an environment of intensifying transnational criminal conduct, itself facilitated 
by the internet. 5  Simultaneously, the increasing dominance of internet-driven 
business platforms generates commercial imperatives for private-sector fi rms to 
maximise the gathering, storage and analysis of the personal transactional records 
of their customers, which are now a crucial revenue source for many successful 
businesses. 

 Privacy represents a central tenet in the constitutional systems of both the US 
and the EU. The idea of a common law right to privacy emerged in American schol-
arly work of the late nineteenth century, 6  but the US constitutional right of pri-
vacy is founded upon the Fourth Amendment of the US Constitution itself, which 
dates to 1789 and prohibits unreasonable searches. 7  The 50 US states all have their 
own privacy protections in state constitutions, legislation and judicial interpreta-
tions. 8  In post-war Europe, privacy rights have expanded through the case law of 
national and European courts, 9  and have been codifi ed in EU law: currently, the 
EU Charter of Fundamental Rights 10  and the Data Protection Directive 11  — soon 
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to be replaced by a Data Protection Regulation 12  — provide the framework for pri-
vacy protection. 13  While it has become commonplace to note that US notions of 
privacy are built on ideas of individual liberty, whereas European views of privacy 
are premised on dignity, both sides of the Atlantic regard privacy as an indispen-
sable feature of a constitutional democracy based on the rule of law. 14  

 Nevertheless, following Edward Snowden ’ s disclosures in 2013 of a secret, 
massive programme of surveillance by the US National Security Agency (NSA), 
possible differences in the European and American conceptions of privacy have 
prominently emerged. 15  In particular, several EU countries and institutions have 
raised grave concerns that the US privacy protections failed to meet European 
standards — not only because US law grants only limited protection against inva-
sion of privacy by private actors, but also because US law imposed insuffi cient lim-
its on government authorities pursuing national security, especially when it comes 
to the privacy interests of non-US citizens. In 2014, the European Parliament (EP) 
took video testimony from Edward Snowden’s, condemned the wide-ranging and 
intrusive scope of NSA surveillance of Europeans, and called for a revision of 
transatlantic relations. 16  And in 2015, in a lawsuit fi led by Max Schrems, an Aus-
trian privacy activist, pointing to Snowden’s revelations, the European Court of 
Justice (ECJ) identifi ed the inadequacy of US legal protections for data transferred 
to US corporations as a basis for invalidating a 2000 European Commission deci-
sion that had allowed private companies to transfer data from the EU to the US 
pursuant to the Safe Harbour agreement. 17  

 Yet the transatlantic divide on privacy and surveillance may be less dramatic 
than is conventionally asserted, and the EU and the US may be converging in at 
least some respects. 18  The Snowden revelations triggered a sharp debate within the 
US, prompted US corporations to become much more vocal defenders of their cus-
tomers ’  privacy, and led to the adoption of important privacy-enhancing reforms 
of national security surveillance powers by Congress 19  and the President. 20  At the 
same time, following tragic terrorist attacks in Paris, Brussels, and elsewhere in 
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Europe public authorities in several EU Member States have assumed broader sur-
veillance powers vis- à -vis their citizens than US authorities have with respect to 
US citizens. 21  And in the wake of the ECJ ’ s invalidation of the Safe Harbour agree-
ment for transatlantic sharing of data, executive offi cials in the EU and the US 
have sought to smooth their differences by approving in February 2016 a new data 
sharing  agreement — the EU – US Privacy Shield 22  — securing the transatlantic free 
movement of personal data, on the presumption that (after a series of reforms) the 
EU and the US systems of privacy protections can be rendered compatible. 

 The state of transatlantic relations remains characterised by reciprocal con-
cerns about how to balance the protection of fundamental rights with counter-
terrorism imperatives. The recent US government effort to compel the technology 
company Apple to devise backdoor software to unlock the iPhone used by the 
perpetrator of the San Bernardino terror attack raised concerns not only in the 
US but also in Europe, where some have interpreted this move as the latest evi-
dence of transatlantic privacy clash. 23  Is there really a fundamental divide between 
the EU and the US on matters of privacy and surveillance ?  Can Europeans count 
on their privacy being protected from US foreign intelligence programmes ?  And, 
vice versa, can Americans in turn trust that European security services will not 
infringe on their privacy rights ?  What are the interrelations between private data 
collection and government surveillance on each side of the Atlantic ?  What is the 
best way to ensure that privacy remains protected both in the EU and the US, 
notwithstanding growing security concerns and the challenges posed by rapidly 
developing technology ?  

 This book addresses these questions. By offering the perspectives of privacy 
scholars and practitioners from Europe, the US and elsewhere, it seeks to improve 
understanding on both sides of the Atlantic on issues of surveillance, privacy and 
transatlantic relations, all of which are of crucial importance for human rights, 
national security and Euro-American unity. The book consists of essays originally 
presented in March 2015 at a conference sponsored by the Research Group on 
 ‘ Constitutional Responses to Terrorism ’  of the International Association of Con-
stitutional Law and hosted by Anne Wayembergh and C é line Cocq at the Institut 
d ’ Etudes Europ é en of the Universit é  Libre de Bruxelles. The book is structured in 
fi ve sections. 

 Part I explores issues of privacy and surveillance in the EU and the US from an 
internal perspective. The contributions of this part offer an in-depth account of 
the basic privacy rules existing in each legal system, with the aim of introducing 
readers on each side of the Atlantic to the specifi cities of the other system ’ s laws. 
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 24      Joined Cases C-293/12  &     C-594/12 ,   Digital Rights Ireland  ,  ECLI:EU:C:2014:238   .  
 25       Schrems  (n 17 above).  

Tuomas Ojanen outlines the normative basis for the protection of privacy and 
personal data in the EU constitutional system and reviews the latest case law of 
the ECJ. After analysing the provisions of the EU Charter of Fundamental Rights 
and data protection legislation, Ojanen argues that the ECJ has recently promoted 
what he views as an uncompromising vision of privacy, even in the context of 
national security. In particular, Ojanen notes that in cases such as  Digital Rights 
Ireland , 24  and  Schrems , 25  the ECJ has suggested that the right to privacy may 
include an essential core of protection, which cannot be balanced against compet-
ing individual rights and public interests, and discusses the implications that such 
an absolutist position poses for legislation and executive action within the EU. 

 Christopher Slobogin offers a corresponding picture of the premises of con-
stitutional privacy protection in the US. Slobogin fi rst explains that as a matter 
of US constitutional law, privacy is protected only against governmental action, 
and those protections attach only when government offi cials infringe  ‘ a reasonable 
expectation of privacy ’  or interfere in a signifi cant way with an individual ’ s  ‘ pos-
sessory interest ’  in tangible property. Courts in the US have generally construed 
these doctrinal prerequisites strictly, with the result that until recently, movements 
in public spaces and personal information surrendered to a third party, such as an 
internet service provider, have received no constitutional protection. Employing a 
transatlantic comparative approach, Slobogin argues that American courts should 
look to European models for regulating pervasive public surveillance (which he 
labels  ‘ panvasive ’  surveillance), by requiring that such surveillance systems be 
authorised by representative legislative bodies, with effective mechanisms of over-
sight. At the same time, Slobogin proposes that the US rule denying constitutional 
protection to personal information shared with a third party should be modifi ed 
to require antecedent judicial approval, based on objective indications of suspi-
cion, where government offi cials seek access to such data in connection with tar-
geted investigations of particular individuals. 

 Part II moves the conversation on privacy and surveillance beyond the domestic 
sphere by exploring in more detail comparative dimensions of US and EU human 
rights and national security law. The contributions of this part examine in com-
parative perspective the similarities and differences within the EU and US federal 
privacy regimes and understandings. Bilyana Petkova emphasises the important 
role that federalism plays in both regimes for the protection of individual rights. 
She examines the multilayered systems for protecting privacy that have emerged 
in the US as a result of intersecting and overlapping requirements of state and 
national laws and the overlapping enforcement jurisdiction of state and national 
offi cials. Petkova sees great value in this federal approach, and explores the extent 
to which it has the potential to emerge in Europe as well. 
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 Arianna Vedaschi and Gabriele Marino Noberasco take up a different compara-
tive dimension of EU – US privacy and surveillance law, namely the controversy 
over the sharing of passenger name recognition (PNR) data between Europe and 
the US. For years, Europeans have questioned the legality under EU privacy pro-
tections of a requirement imposed by the US government that air carriers disclose 
personal data about passengers travelling on fl ights bound to the US. Although 
the use of PNR data as a way to prevent terrorism has increasingly taken hold also 
in the EU, and has been recently codifi ed in legislation, 26  Vedaschi and Marino 
argue that the sharing of PNR data constitutes an infringement on privacy rights 
at odds with the constitutional standards proclaimed by the ECJ. By discussing the 
case law of the ECJ — including a pending EP challenge against a PNR agreement 
between the EU and Canada 27  — Vedaschi and Marino point to a possible diver-
gence in understanding of privacy in the EU and the US, and offer this case study 
as an illustration of the differences that persist between the two legal regimes. 

 Part III addresses the role private corporations play in either defending or 
threatening privacy. In the digital age, national borders are far less signifi cant 
than they once were, especially with respect to computer data, and private com-
panies are often the holders of massive troves of information about their custom-
ers ’  private lives. As a result, any effort to protect privacy in the digital age must 
examine not just state actors, but the private sector as well, and the interrelations 
between multinational corporations and states. Jonathan Hafetz examines how 
fi nancial pressures and public sentiment are forcing technology companies to be 
more active in protecting the privacy interests of their clients and customers. He 
describes some of the mechanisms that companies have used to enhance con-
sumer privacy protection. At the same time, Hafetz draws attention to signifi cant 
variation in these private sector solutions. Hafetz then assesses these developments 
through the lens of the Corporate Social Responsibility movement and notes rea-
sons for both optimism and pessimism. Technology companies will face increas-
ing public insistence that they protect the privacy of their clientele. But powerful 
incentives built into their own business models, including their reliance on user 
data as a source of revenue, will limit their willingness to accede to privacy-
protective demands. 

 David Bilchitz starts with the proposition that if privacy is to be protected in the 
digital age it must be enforceable not only against state actors but against private 
corporations as well. He explores the potential normative and legal arguments for 
implying, from the fundamental right to privacy, an obligation on private compa-
nies to safeguard the privacy of their customers, and argues that without such an 
obligation, privacy rights may be rendered meaningless in the digital age, given 
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the wealth of personal data we share with private corporations every minute of the 
day. Bilchitz draws on the case law of South African courts — which, despite their 
common law background, are heavily infl uenced by European doctrines of pro-
portionality and human rights protection — as an example of how constitutional 
rights may imply limitations on private as well as state actors in this realm. 

 Part IV introduces the privacy perspectives, respectively, of national surveillance 
oversight bodies and non-governmental organisations (NGOs), actors directly 
involved in policing and promoting privacy compliance. Hilde Bos-Ollermann 
draws on her experience as the Secretary of the Review Committee for the Intel-
ligence and Security Services of the Netherlands to stress the need for adequate 
governmental institutional oversight. Given the inevitable secrecy surrounding a 
great deal of surveillance, offi cial oversight institutions with access to secret infor-
mation and programmes can play a very important part in checking abuses. Bos-
Ollermann maintains that some forms of surveillance are necessary, but insists that 
certain minimum safeguards are required for such surveillance to be acceptable: in 
particular, foreseeability, specifi c limits on purpose and use, and robust oversight. 
She then draws on her own experience to detail the challenges and opportunities 
that oversight of such surveillance presents. 

 Marc Rotenberg, the executive director of the Electronic Privacy Information 
Coalition (EPIC), a US privacy NGO, discusses the role of civil society in chal-
lenging government programmes that threaten privacy. He describes the work of 
EPIC, both at home and abroad, and focuses in particular on the tactic of fi ling 
amicus, or  ‘ friend-of-the-court ’  briefs, in cases raising privacy questions. In addi-
tion, he describes EPIC ’ s pursuit of the disclosure of secret information through 
freedom of information laws. Rotenberg stresses that EPIC operates both domes-
tically and globally, and that precisely because of the cross-border issues raised 
by security and surveillance alike, organisations seeking to address privacy in the 
globalised world today must similarly work across borders. 

 Part V brings to bear many of the insights derived from the previous chapters, 
with a view toward discussing possible ways forward in transatlantic relations and 
privacy protection. This fi nal section continues and develops a dialogue between 
its editors. In prior work, we have presented alternative views on how best to 
address one of the central challenges to preserving privacy in the transatlantic 
context: namely, the fact that domestic legal regimes impose little or no restric-
tions on their governments conducting surveillance of foreign nationals outside 
their borders. 28  The three of us are in accord in recognising the urgent need 
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to reinvigorate privacy safeguards in order to adapt to the challenges of the digital 
age. But we differ on the most effective means to achieve this end. David Cole 
and Federico Fabbrini favor a formal compact to specify the terms of transat-
lantic cooperation in the protection of cross-border privacy. Stephen Schulhofer 
 criticises this internationalist approach and suggests that safeguards developed at 
the domestic level are more likely to offer a privacy-protective solution in the face 
of twenty-fi rst-century challenges. 

 The last part of the book expands upon this earlier debate by developing fur-
ther the value and limitations of domestic versus transatlantic means of extending 
cross-border privacy protections to EU and US citizens. Stephen Schulhofer pre-
dicts that solutions achieved through multilateral negotiation will give dispropor-
tionate infl uence to executive and national-security authorities on both sides of 
the Atlantic, while giving short shrift to privacy advocates, and therefore will result 
in agreements that likely will do more harm than good from the standpoint of 
assuring effective protection of privacy. He worries that transnational agreements 
will  ‘ revert to the mean ’ , and risk exerting downward pressure on privacy protec-
tions in whatever country has protections more robust than those settled upon in 
the agreement. And he contends that safeguards realised through institutions and 
advocacy on the domestic front are more likely to provide a check on excessive 
government over-reach, even as to the rights of non-citizens. 

 David Cole and Federico Fabbrini, by contrast, question the suffi ciency of 
purely domestic solutions to problems of privacy that are transnational in scope. 
They believe it is unlikely that domestic institutions and laws will extend protec-
tions to foreign nationals abroad without some sort of reciprocal benefi t from for-
eign nations for a country ’ s own nationals. And as long as that is the case, the only 
protection one nation ’ s citizens are likely to receive from spying by another nation 
will be through bilateral or multilateral agreements. In their view, security offi cials 
are just as likely to be involved in the formulation of domestic as transnational 
limits on surveillance for national security purposes. And previous international 
human rights agreements have not led to a reversion to the mean, but have lifted 
rights protections in many parts of the globe. 

 In addition, Cole and Fabbrini argue that the dichotomy between domestic and 
transatlantic avenues to privacy protection may be too artifi cial. They point to the 
recent  Schrems  judgment of the ECJ, and the resulting transatlantic agreement, 
the EU – US Privacy Shield, as an illustration of how domestic and transatlantic 
avenues can be mutually reinforcing. There, a domestic EU decision prompted 
a transatlantic negotiation that has improved privacy protections for EU nation-
als when their data is transferred to the US. Such domestic-transatlantic inter-
play seems inevitable in the modern era, when data fl ows across borders freely 
and commerce depends on it continuing to do so, and when citizens are increas-
ingly insistent on preserving the privacy of their personal data. While there are 
undoubtedly risks in any transatlantic negotiation, Cole and Fabbrini contend 
that an accord between the EU and the US may be the only way to ensure that 
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domestic privacy protections are not circumvented by national security agencies 
evading domestic limits by cooperating across borders. 

 The book concludes, fi ttingly, with an essay by Peter Hustinx, who served as the 
fi rst EU Data Protection Supervisor (EDPS) from 2004 to 2014. The EDPS was 
created by an EU regulation to ensure compliance with the EU data protection law 
by the EU institutions, the Member States and private actors. 29  It has been, and is, 
one of the most vocal players in pressing for privacy safeguards in transatlantic 
relations. In his contribution, Hustinx brings to bear the experience he acquired 
in a decade as the EDPS to reconsider many of the issues discussed in the book, 
and to propose some options for moving forward. For Hustinx, privacy represents 
a fundamental right that requires more protection than ever in a rapidly chang-
ing technological world. Restrictions on privacy, he maintains, should be limited 
to what is strictly necessary to further legitimate government interests, according 
to the principle of proportionality. And Hustinx stresses that thinking about the 
protection of privacy in transnational terms is increasingly necessary, especially in 
the context of EU – US relations. 

 In conclusion, while the struggle against global terrorism poses challenges that 
cut across state borders, 30  so too does the struggle to preserve and protect pri-
vacy. Both goals are central concerns for the EU and the US. How best to protect 
privacy and to reconcile it with the need for legitimate government surveillance 
has always been, and will remain, a matter on which reasonable people disagree. 
What is beyond dispute, however, is that their thoughtful navigation in the digital 
era will increasingly require the engagement of public and private actors on both 
sides of the Atlantic, informed by a deep understanding of each other ’ s norms and 
systems, and of their interconnections. Our hope is that the various perspectives 
embraced in this book contribute to the transatlantic understanding that is essen-
tial if we are to address in a meaningful way one of the most pressing problems of 
our time. 
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