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  Introduction     

 IN  FROM HELL , a graphic novel written by Alan Moore, Victorian serial killer Jack 
the Ripper states, as a kind of explanation for his actions, that  ‘ One day, men will 
look back and say that I gave birth to the twentieth century. ’  1  Even though this 

 sentence does not appear in any letter written by Jack the Ripper to Scotland Yard 
(assuming that those letters were indeed written by him), and it is an obvious and 
deliberate exaggeration used for rhetorical effect, it is noticeable because Jack was the 
first serial killer who became a media phenomenon in the modern sense of the term; 
he committed his crimes in an era of explosive developments in tabloid journalism, 
thereby providing suitable material for the masses, who craved sensational stories, 2  and 
his story still has business potential some 150 years later. His terrible crimes and their 
media coverage were intertwined and, in a sense, the killer showed the way to the next 
era of tabloid journalism. 

 When Steve Stephens broadcast a live Facebook video feed of himself mercilessly 
shooting a random and innocent pedestrian in April 2017, it seemed clear that we 
have arrived at a new era of tabloid  ‘ journalism ’ , when we can watch murders being 
committed in real time and killers can satisfy their craving for attention. 3  Even though 
the murder committed by Stephens is not attributable to social media, just as the 
crimes of Jack the Ripper were not caused by the hunger of contemporary media for 
sensation, it is a sure sign that the public sphere of this day and age has a different 
quality than the one created by traditional media (printed press, radio and television). 
In the twenty-fi rst century, most public debates are conducted online, and major plat-
forms and businesses have user numbers and economic power, including the power to 
shape public opinions, unprecedented in media history. As a paraphrase of the statement 
made by the Victorian killer in Moore ’ s novel, one might almost say that Google and 
Facebook gave birth to (the public sphere of) the twenty-fi rst century. 

 The rise of the Internet since the 1990s reaffi rms Marshall McLuhan ’ s thesis from 
the 1960s (commonplace during the last decades but which has never been disproved) 
that the  ‘ Medium is the message ’ . 4  In light of the earlier means of public discourse, 
the above statement seems especially applicable to online communication, as it has an 
impact on the operation of the public sphere not only through the content of commu-
nications, but also through the particular methods, structure and architecture of online 
communication; this equally applies to private correspondence (e-mail), friendly conver-
sations (chat services, social media platforms), looking at pictures and watching videos 
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(video-sharing portals), the means of accessing information (search engines), discus-
sions of public affairs, and the nature and use of information. People speak much more 
in public, or at least somewhat publicly, and access much more information than ever 
before  –  but we use entirely different means than before to do so. McLuhan ’ s main thesis 
is that while we focus on the content (message) conveyed by the media, the media (tech-
nology) itself slowly and unnoticeably transforms social norms, values, our rules of 
coexistence and the ways we manage our affairs. This is the real content of the  ‘ media ’ . 
Everyday life has been changed by new online services (including search engines and the 
social media) considerably and certainly not in a subtle way; such changes also have 
had an impact on the nature of public discourse, as well as on the meaning of terms 
such as  ‘ knowledge ’  and  ‘ information ’ . Some even argue that the functioning of the 
human brain has changed to adapt to the new means of communication. 5  

 It seems somewhat ironic that the Internet was heralded in the beginning as the 
domain of unlimited freedom and free speech without government interference, 6  even 
though its development was commissioned by the US Government for use by US defence 
forces, because the Internet was seen by the Government as a suitable means of moni-
toring  citizens, and it was opened for non-military use only decades after its creation, 
through the privatisation of the existing infrastructure. 7  The idea of a  ‘ free Internet with-
out a government ’  was utopian from the very beginning  –  either a naive dream or the 
product of a sinister scheme to mislead people. 

 Freedom of speech is a cornerstone of democracy and western civilisation. Its funda-
mental principles and doctrines were elaborated over the course of centuries and take their 
time to change. The emergence of the Internet posed new challenges to those fundamen-
tal principles. Some two decades ago, the Internet gave rise to wild and romantic hopes 
and ideas that the emergence of the new medium would democratise the public sphere 
and culture without any legal interference, simply through the nature of technology 
itself. 8  Such early expectations have been replaced by a general sense of disappointment, 
as people have realised that many of the offl ine media ’ s problems apply to the Internet as 
well (see, eg, the issue of ownership concentration), while it is also affected by new and 
Internet-specifi c challenges that hinder the functioning of a democratic public sphere. 
As Lawrence Lessig, a pioneer in scholarly theories on the function of the Internet, 
put it when he recognised this disillusionment,  ‘ The Net was not in Kansas anymore ’ . 9  
 Nonetheless, we must not forget that online communication has brought about revolu-
tionary developments in several fi elds, and it has widened the public sphere. However, 
while these achievements form part of the everyday life of many people, they cannot let 
us forget the diffi culties we have to face concerning this new medium. There seems to be 
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a strange duality here: even though people have more opportunities to address the public 
and access information than ever before, the digitisation of everyday life implies a danger 
for many people that human culture and communication may become shallower than 
it was before. 10  

 A particular and worrying phenomenon in online communication is that gatekeepers 
have an increased infl uence on the operation of the public sphere. This is a bizarre turn 
indeed, considering that the initial promise of the public Internet was to make traditional 
gatekeepers (press houses, newspaper stands, post offi ces, cable service providers, etc) 
less important and infl uential. Instead, the Internet created new gatekeepers with greater 
infl uence over the public than ever before (in addition to creating a radical expansion of 
the public sphere). 

 Just like in the offl ine world, services that produce content and services that transmit 
content to the audience both play an important role in online communication. Inter-
net service providers, search engines and video-sharing and social media platforms 
(ie gatekeepers or intermediaries) are indispensable parts of the system, and they all can 
infl uence the public sphere. They are capable of rendering pieces of content unavailable or 
of raising considerable obstacles to accessing content, while they can push other content 
in front of the general public. While they challenge numerous aspects of the existing legal 
framework (data protection, privacy, defamation, hate speech), they have also become 
dominant actors in the public sphere. 

 Both major online platform providers and governments, the latter being in charge of 
regulating such providers, suffer from mutual schizophrenia. On the one hand, govern-
ments try to force service providers to remove certain pieces of content (eg hate speech, 
user-generated content that may jeopardise children or violate personality rights) from 
their services; on the other hand, service providers are trusted to judge the legal status 
of such pieces of content, meaning that governments essentially  ‘ outsource ’  the courts ’  
monopoly to apply the law. At the same time, the service providers concerned also select 
content according to their own policies, deciding on what to delete, who to silence and 
what items to feature for their users. This means the enforcement of a  ‘ pseudo legal 
system ’ , with its own code, case law, sanctions and fundamental approach to the matter 
of the pluralism of opinions  –  all this taking place in a privately-owned virtual space. 

 Even though the Internet promised unlimited access to opinions some 20 years ago, 
the emergence of a monopoly of opinion is much more likely today that it was ever 
before; while nation states are helplessly watching the erosion of their legal system and 
the fall of their constitutional guarantees protecting the public sphere, they are (at least 
in part) voluntarily delegating important chunks of their law enforcement tasks to tech 
giants. Earlier in history, the freedom of individuals needed and was afforded protection 
against the government by restricting government powers. Today, the human rights rules 
and principles, developed and elaborated through hundreds of years, need to be applied 
and enforced with regard to the trilateral relationships between governments, citizens and 
service providers. 

 This book covers issues relating to the regulation of a democratic public sphere, 
with due regard to the activities of online gatekeepers. For our purposes,  ‘ public sphere ’  
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means J ü rgen Habermas ’  ideal of debate and discussion on public affairs, 11  in which far 
more people participate today than at the time Habermas wrote his book, thanks to the 
general public access to the Internet. This public sphere is a counterbalance to excessive 
political power, acts as a guarantee of social balance, and provides protection against 
both government and excessive private power. For our purposes, an online gatekeeper 
is defi ned as a person or entity whose activity is necessary for publishing the opinion 
of another person or entity on the Web, and which include Internet and blog service 
providers, social media, search engine providers, entities selling apps, webstores, news 
portals, news aggregating sites and the content providers of websites who can decide on 
the publication of comments to individual posts. 

 This book reviews how gatekeepers respond to the speech of their users (ie citizens 
expressing their opinions on public affairs) and how and why they restrict such discus-
sions. It also considers the legal status of  ‘ speech ’  by gatekeepers, namely if and when 
their activities can be considered  ‘ speech ’  and what kind of protection it should be 
afforded (if any), as well as the issue of whether or not gatekeepers can be held liable for 
their users ’  unlawful speech. 12  

 A fundamental question raised in this book is whether or not online gatekeepers must 
be regarded as media, considering that they do not produce or publish their own content 
but merely host content produced by their users and make it available. A conclusion is 
that the activities of some gatekeepers may be regarded as a kind of editing, as they 
include the organisation and sorting of user-generated content, which in turn implies 
making decisions on presenting individual pieces of content to users, thereby infl uenc-
ing their chances of being included in a public debate. Furthermore, intermediaries have 
no way of escaping the need to judge the legality of content generated by their users  –  
either to serve their own purposes, or because they are coerced into to doing so by 
government agencies. This means that gatekeepers can and are sometimes even obliged 
to remove pieces of content from their systems, and they are free to decide to  ‘ hide ’  
(render quasi-invisible) otherwise non-infringing content or push (display in a featured 
 location) whatever content  they wish  to the general public. In this context, it seems to be 
the  inevitable conclusion that gatekeepers are in fact editors, even if they are somewhat 
different from the editors of traditional media outlets. 

 This complex set of relationships necessitates the examination of the various issues 
from multiple aspects. One must consider: (i) the relationship between a speaker and 
government, including the duties (if any) a gatekeeper must perform with regard to speech 
crossing the limits of the freedom of speech; (ii) the relationship between government and 
gatekeepers, which also raises various questions, such as the issue of gatekeepers ’  liability 
for infringing user-generated content and the matter of legal obligations to take action 
against infringing content; (iii) the relationship between gatekeepers and speakers  –  in 
addition to the removal of infringing content, various questions arise from the discretion-
ary power of gatekeepers to remove or hide certain opinions from their platform. 
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 The questions pertaining to such powers of gatekeepers seem to have a new quality, 
as gatekeepers  ‘ edit ’  content, both pursuant to government instructions and on their own 
initiative and discretion, and their decision-making powers are not limited by the tradi-
tional principles, standards, laws and legal practices concerning the freedom of speech. 
This is why, from a constitutional perspective, we cannot say that gatekeepers restrict 
the freedom of speech, but in effect that is exactly what happens. Even though a content 
deleted or suppressed by a gatekeeper can be published in another way or on another 
site, some infl uential gatekeepers are capable of exerting considerable infl uence over the 
public in and of themselves. 

 The privatisation of the freedom of speech is a main issue discussed in this book, 
meaning that the limits of that freedom are drawn by private actors, that is major platform 
and infrastructure providers. It is argued that this process brings about a paradigm shift 
in the constitutional protection of speech, as well as the role of government in maintain-
ing and preserving the democratic public sphere. As Damian Tambini and his co-authors 
put it, we are living in an era of the  ‘ deconstitutionalisation of freedom of speech ’ . 13  
This process gave birth to new ways and means of restricting speech, either because the 
courts apply traditional legal doctrines to new circumstances in lawsuits between users, 
or because online gatekeepers restrict their users ’  freedom of speech and right of access 
to information. 

 Data protection and privacy-related issues are mentioned but not covered thoroughly 
in this book. Some readers might want to set this book aside right here and now, and 
they might be right, considering that the business model of major online gatekeepers 
is based on the surveillance of users (even prospective users) and on the exploitation 
of the data collected on them; not to mention that government surveillance of citizens 
is also supported now by market actors. The Internet, as a phenomenon, may not be 
understood without addressing the issue of surveillance, which makes privacy and data 
protection one of the most important legal fi elds in the context of the Internet. The 
issue of privacy and data protection is also relevant to the questions raised by content-
related interference, as most gatekeepers (social media platforms, search engines and 
webstores) determine what to show to and hide from users on the basis of data collected 
on their users. Facebook ’ s news feed or Google ’ s search results may not be understood 
properly without the information each gatekeeper has on each user of their services. If a 
news feed or a search ranking is considered an  ‘ opinion ’  that is eligible for constitutional 
protection, the collection of data serving as a basis for such an opinion should also be 
assessed from a legal perspective. 14  

 Similarly, copyright and trademark issues, as well as the problem of and possible ways 
of managing media ownership concentration, are of great importance in the context of 
the Internet, but they are mentioned only incidentally in this book. The main focus is 
on the direct impact of gatekeepers on content, as well as the impact of the gatekeep-
ers ’  services on the public sphere. Issues that affect content regulation only indirectly 
(such as data protection, copyright and ownership restrictions) are not covered here. 
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 The actors not covered here also include gatekeepers who have only a limited impact 
on public discourse and freedom of speech due to their size or nature, such as blogs 
and websites managed by a single content provider (which may still be involved in 
public discourse; see  chapter 6  on online comments), as well as webstores. It seems safe 
to say that, for example, the book selection offered by (ie the list of books marketed 
by and removed from the selection of) Amazon does have an impact on the freedom of 
speech, but that impact is only indirect and far more limited than the impact of other 
gatekeepers mentioned in this book, the activities of which sometimes make it outright 
necessary to interfere with the public sphere. 

 In general, this book attempts to tackle the issues covered with due care and dili-
gence. Even though our intuition may suggest otherwise, most of the problems raised 
by online gatekeepers are not entirely new but were also present in the traditional media 
sector. In the early 1960s, Habermas himself warned of the end of the public sphere, as he 
was worried that public discourse and debate pertaining to public affairs was prevented 
by the commercialisation and consumerisation of mass media. The argument that 
democracy is weakened by new online services (eg the matter of fake news) is not entirely 
new either. It is not argued here that all problems could be solved by adapting exist-
ing solutions to the new circumstances, as not all components of the new media order 
are analogous to a phenomenon that was already known in the context of traditional 
media. It seems doubtful that the limitation of speech by private actors could be tackled 
within the centuries-old framework of fundamental rights. 

 It also seems that the meaning of  ‘ regulation ’  has become somewhat elastic. Govern-
ments can (or at least can attempt to) regulate the activities of both gatekeepers and 
users, including matters pertaining to the freedom of speech. However, gatekeepers also 
act as  ‘ regulators ’  in the sense that they adopt their own quasi-law in the form of public 
policies and other internal (ie not public) guidelines and regulations, and this latter form 
of  ‘ regulation ’  (which is not even regulation in the legal sense of the word) is far more 
effective than government legislation and is enforced by gatekeepers every day. Legal 
systems somehow need to come to terms with this duality. 

 The fi rst chapter of this book covers the foundations and primary limitations of the 
freedom of speech and the press, to serve as a background to the subsequent analysis 
of the relationship between such traditional rules, on the one hand, and the activities 
of gatekeepers and the interactions between users, on the other hand. Thus,  chapter 1  
lays down the starting point and constitutional framework for assessing the impact of 
new services and new gatekeepers on the freedom of speech.  Chapter 2  discusses general 
questions raised by the Internet, as a medium and a public forum, with regard to the 
freedom of speech.  Chapters 3, 4 and 5  offer legal analysis of various matters that are 
relevant to the freedom of speech, and which arise regarding the activities of three major 
gatekeepers with a profound impact on the public sphere (including Internet service 
providers that provide the infrastructure, search engines that help users fi nd relevant 
information in vast amounts of data, and social media platforms that are the primary 
means of public individual expression).  Chapter 6  reviews a number of issues raised by 
anonymous comments in the context of free speech, while  chapter 7  provides an overview 
of possible regulatory and media policy directions and assesses proposals that have been 
raised so far. 
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 A book discussing various aspects of the online public sphere is necessarily limited to 
the examination of a snapshot of reality, as its fi eld of enquiry keeps changing on a daily 
basis. However, the fundamental principles and doctrines of free speech are centuries old 
and take a long time to change, meaning that they are fortunately better able to resist 
the great speed of technological advancement. Consequently, it seems quite likely that 
tackling the questions raised by online gatekeepers will take some time for legal scholars 
and practitioners. For this reason, there is hope that the legal framework and theoretical 
approaches presented in this book will remain relevant and useful for a while, despite 
the rapid changes that might be brought about by codifi ed laws and the increasing number 
of court cases, or the decisions of different authorities. 
 


